LastPass Installation Guide

1. After requesting registration, you will receive an invitation in your CWRU email. Click on “click
here” to proceed.

LastPasse.-|

Welcome to LastPass!

Your company (Case Western Reserve University) has partnered with
LastPass to simplify and secure your online life.

To activate your account, please click here to reset your master password.
This is the only password you have to remember, so make it a good one!

Your username is smd160(@case.edu
Your temporary password is udéHmsr8n!(#)aR4

2. Choose to create a new account or log into an existing one.

B LastPass X

Create or Log In

Please create an account, or log in to your existing account.

Create a New Account

Log In to Existing Account

Back




3. Enter your old password for an existing account or temporary password that came in your
invitation for a new account, set a reminder if desired, and click “Save Master Password.”
The password can also be set as a “passphrase” (an easily remembered sentence or
phrase). the only rule is that it must be 16 characters long.

PASSWORD RESET

Complete this form to reset your LastPass master password

Email smd160@case.adu

Old Password "=

New Master Password  ssssssssssssssessas
[ ]
Requirements

+« At least 16 character(s)

Tips

+ Consider using a pas

+ For more Master Pas

Re-Enter New Master Password

New Password Reminder  (Optional)

SAVE MASTER PASSWORD

4. On the following page, click “our download center.”

Congratulations!

If you are just starting out with LastPass and do not have the software installed, please visit our download center.

If you are already a user, then please log into LastPass with your new password.




5. The following page lists downloads for several individual browsers, as well as a universal
installer for most browsers. UTech recommends downloading the universal installer. Click
“Download” and then click on the .exe file that appears at the bottom of the screen.

More ways to get LastPass.

Windows Mac Linux Mobile

LastPass Universal Windows Installer

The Universal Windows installer installs browser extensions for Internet Explorer, Download

Firefox, Chrome, Safari, and Opera
Version 4.17.1

Minimum Requirements: Internet Explorer 11, Firefox 2.0+, Chrome 18+, Safari 5+, Opera 11+

LastPass for Firefox

based browsers such as SeaMonkey, Mozilla, etc. v
Version 4171

)

Minimum Requirements: Firefox 2.0+

= lastpass x64.exe ]

6. A window will appear that reads: “Do you want to allow this app (LastPass) to make changes
to your device?” Click “Yes.”

7. Click “Install LastPass.”

LastPassSee.|

Englich (U.S)

Install LastPass

Advanced Options




8. You will be prompted to close any open browsers. Click “Close Programs.”

LastPass x
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Save Your Work

We'll need to close a few running programs.
& Chrome

Please save your work before continuing.

Close Programs

9. You will be prompted to log in again.

Log In to Access LastPass

Email |

Password E

Forgot Password?

) Remember Me

New to LastPa=s? Create an account now.

Log in using a One Time Password



10. A window will list ask if you want to secure any passwords that LastPass has identified on
your system. Click “Import” (recommended) or “No Thanks” to continue.

m LastPass

Secure Your Passwords

LastPass found the following passwords stored insecurely on your
computer. Importing these passwords into your LastPass vault helps
secure them. Once they have been safely imported into LastPass, we’ll
delete them from your computer. Remember: they will always be
available in your LastPass vault!

Source Website Username Password

s

@ Chrome accounts.google...
EChrome search.clevnet.org  28074020812443 e
M Wi-Fi Secure Mote CaseWireless st
= Wi-Fi Secure Mote D9769E it
= Wi-Fi Secure Mote MySpectrumWiFi37-2G  *

[ Reveal Passwords

11. In Internet Explorer, click on the “horizontal three dots”
Options symbol at upper right, then “Open with Internet Explorer.”

& LogMeln, Inc [US] https://lastpass.com/install php?version=4.17.1&hasaccount=smd160%40case.edu hd = 7. &

You are using Microsoft's new Edge browser. S ot e

Unfortunately, Microsoft hasn't released support for Edge browser n =
add-ons yet. So you'll have to use LastPass with Internet Explorer e i
until they do so.
New InPrivate window
To use LastPass with Internet Explorer:
Zoom — 100% +
1. Click the 'More actions' icon in your browser toolbar.
. Fis age
2. Click on the 'Open with Internet Explorer' menu item. anbills
Print
Pin to Start

F12 Developer Tools @
Open with Internet Explorer

Send feedback

Settings




12. On the following page, click “Enable.”

m https://lastpass.com/install phpiversion=4.17.1& ~ @& LogMeln, Inc[US] & | Search... D~ it T8 _ [ ]

m LastPass B

The LastPass browser add-on has been installed into Internet
Explorer. You are now just a few clicks away from signing in.

Ploaso enable tho LastPass browser add-on for Internet
Explorer by clicking the 'Enable’ button in the browser dialog
bar below.

If your web browser does not display a button labeled 'Enable’,
please click here.

The 'LastPass Toolbar' add-on from ‘LogMeln, Inc.' is ready for use. Enable Don't enable

13. Follow the on-screen instructions to finish enabling for Internet Explorer. Other browsers
may also be enabled at this time.

B LastPass x| 7

* @
Please click the LastPass icon in your
toolbar to sign in.
Exampls of LastPass icon outined

x File Edit

The LastPass browser add-on is installed and enabled!
You can sign in to your LastPass account now.

Look for the LastPass icon in your browser toolbar. Click the
icon, and sign in immediately using your email address and

chosen Master Password.

If you are having trouble, please click here.




14. In other browsers, you may be prompted to enable LastPass upon opening, or you can
enable through settings. For example, for Chrome, click on the “vertical three dots” Options
symbol at upper right, then “More tools,” then “Extensions.”

M Inbox (4) - smd160@case.edu - - X | & LastPass - Google Drive % | B LastPass webpage - Google Docs X New Tab
e LG

M Tomiinson Marketpl: [ AccountManageme M| Electronic Informatic e KBAs [B) Haenin
New window

i Apps | cwWRU Submittothe Daily 48 MailChimp [ SpartalRB stage

New incognita window

q History >

Downloads Ctrl+)
< Bookmarks »
Zoom - 100% =+ o
Print... Ctrl+P
Cast...
Find... Ctrl+F
Save page 2. More tools »
Edit Cut Copy Paste
Search Google or type a URL Oeap browsng data: Sty
Extensions
Help >
Task manager Shiftafsc
Exit Ctrl +Q
Developsr taols Ctrl=Shift=
] ©
Bing Case Western The AV. Club - FootPrints Servi Cleveland OH L.

M H L +

Case Westemn ... Slate Magazine... Yahoo Direct Mail Post... Add shortcut o

ﬂ O Type here to search £ oA

15. On the following page, turn on the switch in the LastPass window.

Extensions Q arch extensions Developer mode,
Adobe Acrobat b Google Docs Offline LastPass: Free Password Manager
% Canvert current web page to an Adobe PDF file % Get things done offline with the Google Docs LastPass, an award-winning password manager,
(Windews only) family of products saves your passwords and gives you secure

access from every computer and mobile device

Details Remove Details Remove [ Details Remove




16. Follow the on-screen instructions to finish enabling.

{zM}’
v

to create your account or log in.

&—oO

Add to browser Llogin

You're almost done.

Next, click the LastPass browser button above

17. Once enabled, you will be prompted to log in.

« @
-

You’re almost done.

to create your account or log in.

&—O

Add to browser Login

LastPass |

Email

Master Password

Remember Email

Recovery Help

Rememper Password

Log In
Next, click the LastPass browser button abo —




18. Once logged in, you will be prompted to create a personal account, in addition to your
CWRU work account. Choose to create, set a reminder, or skip.

SET UP YOUR LINKED ACCOUNT

For your convenience and to keep work and personal logins separate, your employer requests that you set up and link a personal LastPass account.

By 'linking" a personal LastPass account ta your Enterprise account, you'll have convenient access to all your logins, while still ensuring the privacy
of your personal information.

Do you have a personal LastPass account?

YES - LINK PERSONAL ACCOUNT

Additional Options (not recommended by employer):

Remind me later | want to skip

How it works

- * Store work legins in your company account, and nen-work logins in
your personal account. Your linked account appears as a subfolderin
your work account.

e Your company's Administrator never sees what's stored in your
personal account, under any circumstances.

it o e nyay leaua dhe comnany

19. Click “Go to my vault” (does this happen no what you choose in #187? | got it after skipping)

SET UP YOUR LINKED ACCOUNT

We will remind you in a few days when you have more time.

GO TO MY VAULT




20. This is the main screen. To link Duo Security two-factor authentication to your LastPass
account for added security, click on “Account Settings” and then “Multifactor Options.”

LastPass«s:| Q@  search my vault 0 Aliy LIERREL T

Enferprise User

Remember every password
Save and fill passwords for any website or
app. Search them all from your vault.

m O

21. Click on the “pencil” Edit icon for Duo.

General Muttifactor Options

Add another layer of protection by requiring a second login step. Keep the bad guys out, even if they steal your password through malicious software. 0

MuImTacior Autinenticanon - rFree

Multifactor Option Name Description State Action
< . Google Generates one time verification codes on your smart phone. Can alse be used with PinglD or -
@ Google Authenticator Ruihordacior Okta Verify. Disabled [ W 4
Micioool! Generatses ona time verification codes on your smart phone. Disabled o f
Authenticator v B ) k

Toopher Sends push notifications to your smart phone to verify your login. Disabled O f

- ! - Duo Security Gensrates one time verification codes or sends push notifications to vour smart phone, Disabled [ I 4




22. The window pictured appears. Duo is auto-set to “No” in the “Enabled” field. Switch to “Yes”
and click “Update.”

To get started:

- Download and install the application on your mobile device.

Enabled | No v (i ]
Permit Offline Access Allow v i ]
Use Duo Web SDK when possible - No v (i ]
More Information Help manual

23. Click “Enroll.” You will be asked to re-enter your LastPass password and confirm your
LastPass user name. From there, you may be asked to sign into Duo or create a new account.

Click below to enroll your device with Duo Security.

Enroll Cancel




24. Following Duo Security set-up, a success window appears.

Duo Security authentication has been succsassiully set up.

For assistance with installation or any other aspect of LastPass,
please contact info for the [U]Tech Service Desk at:

help@case.edu
216.368.HELP (4357)
help.case.edu for live chat



mailto:help@case.edu

